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QUESTION NO: 1
FortiAnalyzer 8 R ZF DT XN THEET /N1 AT NTP
H—N—%FERAITH2EHENRFATITH,?

A. O +HEE

B. RANZFR
C.OJUXE

D. UT IR A LR
Answer: A

QUESTION NO: 2

RTrmZzR%:

Data Policy
Keep Logs for Analyucs 60 — Days -
Keep Logs for Arcluve 355 — Days -

Dhsk Unlization
Maximum Allowed 1000 _— ME - Out of Avalable: 62.8 GB
Analytics: Archive 70% - 30% L] Modify
Alert and Delete When = =
Usage Reaches

TARAVEREDORK 1000MB & (FAZELETAH?

A. FortiAnalyzer EFIL DT 1 AT U #—4&

B. ADOM ADINTDFNAADTARY 74 —&

C. ADOM DB TFNAADT A ARY V4 —5&

D. ADOM XA T DF A AT 74 —5&

Answer: B

Explanation:
https://docs.fortinet.com/document/fortianalyzer/6.2.0/administration-
guide/743670/configuring-log-storage-poli

QUESTION NO: 3

RAD BEBIZHE VT, FARAIDAT—RA "5t BAZEKRLETAH?
A. FortiAnalyzer 1= v M IZ 1

DUREDRSATHBYNERA, RZATEARL—F 12T
SJATALATHERATELRLAZYELL,

B. FortiAnalyzer /N1 Al&k, FLAZ27#—)L
RLZRNEZTBEHIC, FINAALDFTXTDO/N—R
RSATICEEAKZTO2TVET,

C. FortiAnalyzer 7°/X 1 Alk, /N\—R
RSAT%2HRBBEBEREICETTIEDIC, HILLEBMENLE/N—R
RSATICTF—REEZEIAATVET,

D.\N\—RRZAJ7ERAD OV MO—FIC&>THEAEThEIBEYELE
Answer: D
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QUESTION NO: 4

FortiAnalyzer £ ® Ha O#IEOJEABE AT F—2EMICEZRLS, ELV 2
DODAT—RXNEFENTITH?

A.F7#F)KTR, O F—2RABREIXNTONYIOTY T

FINA ATEMDCBEL>TVET,

B.OY F—&EHE. IXTONYITYT
FNAACVTILERALOOVRBZRHELEFT,

CHIHiOJRMTE., HAUVZAZ—IC1ZYy hNZ2EMTDE, 754XV
FINAANFFOOTZNY OT YT FNAAERBLET,

D. OJ F—REAWMN A IBDE, NVIOTYS

TNAAFBEBEh, AfEhZOJZ2FALTOT F—IXR—ANFBEEEIILET,
Answer: CD

QUESTION NO: 5

FortiOS XV X% #H T3 FortiAnalyzer D7’ LA 7Y &2 OULARNLELE
FortiGate IZFRE TR EE, A—KMX—=232 ATYFOT U 32 % FortiOS
A9 THATERLSILTRICE. ENZATONIH—%2FERTIBENHYETH
o

A. FortiAnalyzer 1 X2 N N RT—

B. Z{§ Webhook

C. FortiOS /1 X> NOY

D. 777UV VARV BARY K

Answer: C

Explanation:

"One possible scenario is shown on the slide:

1. Traffic flows through the FortiGate

2. FortiGate sends logs to FortiAnalyzer

3. FortiAnalyzer detects some suspicious traffic and generates an event

4. The event triggers the execution of a playbook in FortiAnalyzer, which sends a webhook
call to FortiGate so that it runs an automation stitch

5. FortiGate runs the automation stitch with the corrective or preventive actions"
FortiAnalyzer_7.0_Study_Guide-Online page 228 In order to see the actions related to the
FOS connector, you must enable an automation rule using the Incoming Webhook Call
trigger on the FortiGate side. FortiAnalyzer_7.0_Study Guide page no 233

QUESTION NO: 6

FortiAnalyzer DA~ 24> OV ZBATEIAT—R X NEFENTTH?
ABEOHSAXIZELTO-ILF—=—N—chi0O0Y
B.LAR—MERICEATEZOY

COV7ZOXTHETE?0OY

D. 74 AVICRTEEh, EfE . FortiView TEATEZ0OY
Answer: B
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QUESTION NO: 7

EEZEFIROEBREZBRLUEL I

SATALATO—-NILDORE

AJF I Y U4 L mds-auth ZERELET

Bh)

COOX YV RZERITIHDEREMATTH?
A.C@:l?‘/l\“lil:lﬁ'77’()L0)MD5/\W>11EE§Eﬁb$?o
B.COONY RIE, NAD—RzZzOJ 774)LICEHL, BS{ELLET,

C. ZCMN Ri&. FortiAnalyzer tflﬂd)T/\'fZF'ﬂO)D'?Ez:L’éE“%{bbi?o
D.ZCOOXRVRIF, AT 774D MD5 /\Y 2 1 EERIAI—RZRERLET,

Answer: D

QUESTION NO: 8

FortiAnalyzer FortiView Tl&, FortiGate 7°/\1 ADEEFETH KV E IP

T RLAFRARBICEBRENEEA,

FortiAnalyzer ICIBMDO/NT7 # —X 2 ANDEEZEATIC, BRETIP T RLAETEE IP
TPRLAZHBRIDBDICEESTNERVWTL &S H?

A.ADOM Z&IZIP 7 RLAZFEAL, IP #ERP O FortiView TOEEZERL XY,

B. > AT LD FortiView 5% E T # setsolve-ipenable Z#R L £

C. FortiAnalyzer TO—HJL DNS Y —/N—Z#EKT

D. FortiGate TIP 7 RLAZBBRL ET,

Answer: D

Explanation:
https://packetplant.com/fortigate-and-fortianalyzer-resolve-source-and-destination-ip/

"As a best practice, it is recommended to resolve IPs on the FortiGate end. This is because
you get both source and destination, and it offloads the work from FortiAnalyzer. On
FortiAnalyzer, this IP resolution does destination IPs only"

QUESTION NO: 9

X > R detect sql status sqlplugind ZE{T32 Dk BEETITH?
A.BEETHFOSQL 7OEAZ—EBEXRRLET,

B. 7—AXR—AOVOEARRERZETSEE

C.SOL UV TU##t& hcache AT—RXAZXRRTD

D. D hcache 1 AZXRRTBICIE

Answer: D

QUESTION NO: 10

FortiAnalyzer 741 AV ICRFE hizOY
T77AUDNTFNAAOATRETEEEN LA XIETREESHBYETH?
AO7 774)0lREOOTELTREEN, 2HPR—NIEATEXT,
B.OY 774 )lkA—-IF—N—&h, T—hHA4T&EhFxd,

C.OY 77AIUNTF—ER—AN SHIRENET,
D.OJ77A4)ELEZELFT,

Answer: B
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QUESTION NO: 11

T—R RIS —TBRENLZT—HATREKLVAEIC. ADOM O 1
DASO7NHEIBRENTVET, REAEMOSVEERXATTA?

A ST TARAVBRENFTRLTVSR LY, BOTA AV ZEMTRRBEN HVET,
B.CPU DY —ANZIFTEET,

C.ADOM FA AV U #—ZOFREN, OJ L—KCEITVTEIEET,

D. ADOM O O7 & Bl D FortiAnalyzer /N1 AIZU TP IR A ATEEENE T,
Answer: C

Explanation:

https://help.fortinet.com/fmgr/50hlp/56/5-6-1/FMG
FAZ/1100_Storage/0017_Deleted%20device%20logs.htm
https://docs.fortinet.com/document/fortianalyzer/6.2.5/administration-guide/87802/automatic-
deletion

QUESTION NO: 12
BEEEN FortiGate A Z)L— K~ ADOM A5 ADOM1 ICBEILEL 1=,
OJICBEALTELW 2 DORBRIFENTIN? 2OBBELEEL, )

A. 2¥0O7 @ J)L— K~ ADOM » 5 ADOM1 ICBHEIMICBEEhET,

B.7—Hh47 07—k ADOM A5 ADOM1 ICHEMICBEHEhET,
COJREBHERICHEAED ADOM ICRTRENET,

D. ADOM1 SQL F—ZXR—AZHEBEL &, 2HO7&E)L— K~ ADOM » S ADOM1
CBBHEhET,

Answer: BD

QUESTION NO: 13
BRBZCELEZL,
Insert Rate vs Receive Rate - Last 1 hour

T

G- F I : :
5 I

¥ | I T
i i

14:00 14:15 14:30 14:43 150 15:15 15:30 15:45
B Receive Rate | Insert Rate

14:35 DTF—R KA NFAZRLTVETH?

A. FortiAnalyzer IO T ZHIBRL TVWE T,

B. FortiAnalyzer I&, OV OZELVERKOAT DA FY IAZERLTVET,

C.aWaAIDAUTFTY VARAZEKTE S KSIC, FortiAnalyzer

FOJ0ZEZ—RKHNICELELEL I,

D. sqlplugind *—E> &, 1 FY VRAERICESVT1 20O EFEATVWET,
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Answer: B

Explanation:
https://docs.fortinet.com/document/fortianalyzer/6.2.5/administration-guide/47690/insert-rate-

vs-receive-rate-wid

QUESTION NO: 14

EIEEE, FortiAnalyzer 7/ 1 AIC FortiClient EMS Z& &R T&E £t A,
CORBMOREEMATL &S5H?

A. FortiAnalyzer & HA 92 AZ—RICH YN E T,

B. FortiClient EMS /N4 Az & & T % (&, ADOM
F—REZTFRNVANCRETZIHXEN HYET,

C. ADOM & FortiAnalyzer TEMICE 2 TWEE A,

D. FortiClient EMS 7*/\ 4/ AZ&#& T S (&, FortiAnalyzer ICBIDZ A 22 AN BETT,
Answer: C
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